
Title of the project: 
 
Predict Password Strength using Machine Learning (ML) & Natural Language Processing (NLP) in 
Python 
 
Project short description: 
 
Hello everyone! 

In this tutorial, we are going to build a model to predict the password strength using the Logistic 
Regression Machine Learning Algorithm & Natural Language Processing (NLP) in Python. 

A user must create a strong password so that their data is secure from unauthorized users. 
So, using this model, we will predict whether the password strength is strong or average, or weak. 

Prerequisites: 
 

1) You need to have a dataset file with a .csv extension. 
2) Install Jupyter Notebook or any similar working environment with the latest version of 

Python installed. 
3) You must know the Python language and concepts of Natural Language Processing (NLP) & 

Machine Learning (ML). 
 
About the dataset: 

The dataset contains around 670,000 different passwords of different strengths. The strength of a 
password is denoted by a number i.e., if 
   password strength=2, it is a strong password 
   password strength=1, it is an average strength password 
   password strength=0, it is a weak password  

The password strength is based on rules such as lowercase English letters, digits, uppercase English 
letters, special characters, etc. 

Step by step implementation: 
 

1) First of all, import the required libraries 

 
 

2) Reading the dataset 

 



 
 

3) For viewing the unique values in ‘strength’ column in our dataset, 

 
 

4) Code to remove missing(Null/NaN) values in the dataset. The presence of Null values in the 
dataset will decerease the accuracy of the model. 

 
 

5) Random shuffling will give the model robustness 

 
 



6) Create a function to split the input into characters of list 

 
 

7) Importing TF-IDF vectorizer, 

  
 
The goal of using tf-idf is to scale down the impact of tokens that occur very frequently in a 
given corpus and that are hence empirically less informative than features that occur in a 
small fraction of the training corpus. 
 
Term Frequency (tf) - It tells us, how frequently a term occurs in a document. 
 

TF(t)= 
(𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑡𝑖𝑚𝑒𝑠 𝑡𝑒𝑟𝑚 𝑡 𝑎𝑝𝑝𝑒𝑎𝑟𝑠 𝑖𝑛 𝑎 𝑑𝑜𝑐𝑢𝑚𝑒𝑛𝑡)

(𝑇𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑡𝑒𝑟𝑚𝑠 𝑖𝑛 𝑎 𝑑𝑜𝑐𝑢𝑚𝑒𝑛𝑡)
 

             
Inverse Data Frequency (idf) – It tells us the weight of rare words. The words that occur 
rarely in the corpus have a high IDF score. 
 

IDF(t)=log
(𝑇𝑜𝑡𝑎𝑙 𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑑𝑜𝑐𝑢𝑚𝑒𝑛𝑡𝑠)

(𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑑𝑜𝑐𝑢𝑚𝑒𝑛𝑡𝑠 𝑤𝑖𝑡ℎ 𝑡𝑒𝑟𝑚 𝑡 𝑖𝑛 𝑖𝑡)
 

 
TF-IDF example: 
 
Let us take two sentences  
sentence 1– earth is the third planet from the sun 
sentence 2– Jupiter is the largest planet 
 
We will now calculate the TF-IDF scores: 
 

 
  
From the above table, we can say that TF-IDF is zero for common words, which shows that 
they are not significant. But the TF-IDF is non-zero for important words such as ‘earth’, 
‘third’, ‘sun’, ‘largest’, ‘Jupiter’. 
 
Instantiating TfidfVectorizer(), 
 

 



8) Applying TfidfVectorizer on the dataset 

 



9) Splitting the data into training set and test set: 
 
Training set= A subset to train my model  
Test set= A subset to test my trained model 
 

 
 
Here, we are setting test_size as 0.3 and it means that the 30% of the data is considered for 
the testing purpose and the rest 70% of the data will be considered for the training purpose. 
 

 
 
 

10) Applying Logistic Regression as we are doing classification of passwords 

 
 
We are setting multi_class parameter an ‘multinomial’ because we have more than 2 
categories in the data, i.e. 0, 1 and 2. That is why we are considering a case of multinomial 
Logistic Regression.   
 

 
 

11) Performing predictions on the strength of passwords which are outside of the data 

 
 
Here, the password- ‘CodeSpeedy123@#$’ that I have entered is showing the  
password strength= 2, i.e., it is of strong strength. 
 

12) Performing Prediction on Matrix-Test data 

 
 

13) Checking accuracy of the model using confusion_matrix,accuracy_score 

 
 

The model has an accuracy of 81.9% 



 
14) Report of the model  

 
 

 
 
 
 
 
 
 
  


